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Abstract: Digital watermarking is a research hotspot in the field of image security, which is 
protected digital image copyright. In order to ensure medical image information security, a 
novel medical image digital watermarking algorithm in three-dimensional Fourier 
compressed domain is proposed. The novel medical  image digital watermarking algorithm 
takes advantage of three-dimensional Fourier compressed domain characteristics, Legendre 
chaotic neural network encryption features and robust characteristics of differences hashing, 
which is a robust zero-watermarking algorithm. On one hand, the original watermarking 
image is encrypted in order to enhance security. It makes use of Legendre chaotic neural 
network implementation. On the other hand, the construction of zero-watermarking adopts 
differences hashing in three-dimensional Fourier compressed domain. The novel 
watermarking algorithm does not need to select a region of interest, can solve the problem of 
medical image content affected. The specific implementation of the algorithm and the 
experimental results are given in the paper. The simulation results testify that the novel 
algorithm possesses a desirable robustness to common attack and geometric attack. 
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Introduction 
With the advent of the era of digital information, the rapid development of computer network 
and multimedia technology, major hospitals have carried out information construction.  
At the same time, along with the gradual development of medical information technology, the 
picture archiving and communication system, the electronic medical record and hospital 
information system are becoming more common [2, 5, 15]. Medical digital imaging 
technology have been widely used in medical radiology, cardiovascular imaging, and get 
more in-depth widely used in the department of ophthalmology, dental and other medical 
fields. The original film image storage method is gradually being replaced by digital medical 
image. The rapid progress of medical digital imaging technique and Internet technique brings 
convenience to remote medical treatment, remote diagnosis and academic exchange, and 
effectively solves the problem of uneven distribution of medical resources. Medical 
information can be faster and more efficient transmission over public networks. At the same 
time, it also faces some security issues [16, 19, 20, 24]. When the patient's medical image 
transmission through the network, interception and tampering with medical information has 
become easier. There is a risk of leakage of patient privacy. Therefore, how to ensure the 
safety of medical images transmitted over the Internet, the problem is also with the popularity 
of the network becomes increasingly severe [9, 10, 25, 26]. 
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Medical image digital watermarking technology is a very effective way to solve this problem. 
The medical image digital watermarking technology was initially used for protecting 
copyright of digital media on the internet [1]. Now using digital watermarking invisibility and 
robustness characteristics, the patient information as watermarking information is hidden in 
medical images, in order to ensure transmission security on the Internet, and thus play a role 
in protecting patient privacy. In remote medical diagnosis and remote operation, the use of 
medical image watermark can protect the patient's privacy, and avoid the patient's information 
has been tampered with. Medical image digital watermarking technology as a new security 
measure is widely used in medical image protection [4, 6, 8]. Conventional digital 
watermarking algorithms are mainly applied in intellectual property protection of digital 
works, e-commerce transactions in the security of electronic instruments, as well as covert 
communications and confrontation [17]. These digital watermarking algorithms often only 
need to consider the effectiveness of the watermarking embedding, transparency, and in their 
respective application scenario effective extracting watermark information [22]. The medical 
image watermarking technology has advantages in addition to conventional watermarking 
algorithm, but is also required to meet the requirements of the characteristics of medical 
image strict quality [12]. At present, the research objects of medical image digital 
watermarking technology are most of the two-dimensional planes of the images, research on 
medical volume data watermarking algorithm is less [7, 14, 18]. However, most of the 
existing medical images are three-dimensional volume data, especially the new generation of 
medical devices generated, such as computed tomography imaging, magnetic resonance 
imaging, ultrasonic imaging and other imaging equipment. The majority of digital image 
generation is three-dimensional volume data. 
 
According to the characteristics of medical volume data, a novel medical image digital 
watermarking algorithm in three-dimensional Fourier compressed domain is proposed.  
The medical image digital watermarking algorithm takes advantage of three-dimensional 
Fourier compressed domain characteristics and robust characteristics of differences hashing. 
Its security is ensured by Legendre chaotic neural network. The construction of zero-
watermarking adopts differences hashing in three-dimensional Fourier compressed domain.  
It has fine robustness resist all sorts of attacks, which and realizes the blind extraction.  
The remainder of the paper is organized in this way. Legendre chaotic neural network is 
described in Section 2. Section 3 introduces discrete Fourier transform. Differences hashing is 
presented in Section 4. Section 5 gives digital watermarking algorithm. Simulations are 
presented in Section 6. Conclusion is given in the final section. 
 
Legendre chaotic neural network 
The watermarking information is pre processed before the watermarking embedding.  
There are two purposes for the watermark image scrambling. The first purpose is to reduce 
the degree of attention and reduce the chance of recognition. The second purpose is to 
increase the robustness of the watermarking image. This is the main purpose for this paper of 
using scrambling. The common scrambling algorithms have amold transform, transform, 
chaotic sequence, s magic box, the game of life [3]. The chaotic sequence for scrambling is 
adopted in this paper. The chaotic sequence for scrambling is produced by a new Legendre 
chaotic neural network in this paper. Fig. 1 shows its structure.  
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( )nP x  is called Legendre polynomials. Its value range in [ 1, 1]− . 
 

…

 
Fig. 1 Network structure 

 
Types of contributions jw  represent the input-layer’s weights. The hidden-layer’s input is 
 

, 0, 1, 2, ...,j jnet w x j n= =   (2) 
 
Hidden-layer’s output is a batch of Legendre orthogonal polynomial terms 

( ) , 0, 1, 2, ..., 1j jP net j n= − . It is attained by Eq. (1) recursive. jc  represents the output-
layer’s weights. Its network’s output is 
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( ), , 1, 2, ...,t tT d t l=  represents the training sample, l represents the number of samples.  

Its input is ( )1 2, , ...,t t t mtT x x x= . Its desired output is td . The Network weights adjustment 
employ BP learning algorithm. Its formulas are given as follows: 
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where k denotes the training epochs, 1, 2, ...,t l= , 1, 2, ...,j n= . 
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Discrete Fourier transform 
Fourier transform is the most basic method of signal analysis, which is also a very important 
algorithm in the field of digital signal process [11, 21]. Its basic idea is firstly put forward by 
the French scholar Fourier. Fourier transform is the core of Fourier analysis, through which 
the signal is transformed from time domain to frequency domain in which the spectrum 
structure and transformation patterns of signal are studied.  
 
Fourier transform belongs to harmonic analysis. The Fourier inverse transform is easy to 
calculate. In view of physical effects, the physical meaning of Fourier transform is that the 
image gray distribution function is converted into frequency distribution function of the 
image, the physical meaning of Fourier inverse transformation is that frequency distribution 
function of the image is converted into the image gray distribution function. 
 
One-dimensional discrete Fourier transform 
If ( )f x  satisfies Dirichlet conditions: (1) finite number of discontinuities; (2) finite number of 
poles; (3) absolutely integrable, where ( )f x  is a function of x . 
 
Then, the Fourier positive transform formula of ( )f x  is 
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Its inverse transform formula is as follows. 
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where x  is the time-domain variable; u is the frequency domain variable. 
 
Two-dimensional discrete Fourier transform 
Two-dimensional Fourier transform can be obtained from the one-dimensional Fourier 
transform. 
 
If ( , )f x y  satisfies Dirichlet conditions 
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Its inverse transformation formula is 
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( , )F u v  is a two-dimensional discrete Fourier transforming coefficient of ( , )f x y . 
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Three-dimensional discrete Fourier transform 
Three-dimensional Fourier transform can be obtained from the two-dimensional Fourier 
transform. Its positive transform and inverse transform are given in Eqs. (13) and (14), 
respectively. 
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where ( , , )f x y z  represents volume data value in the ( , , )x y z , ( ), ,F u v w  denotes the three-
dimensional discrete Fourier transform coefficient. 
 
Differences hashing 
Differences hashing research originated in digital image watermarking technology. It refers to 
the concept and theory of multimedia authentication domain and traditional cryptography 
hashing. It is applied to the image retrieval and authentication, which provides the possibility 
for the protection of the copyright of the image. And it gradually becomes a research hotspot 
of image processing and image security, which has become a hot trend emerging in recent 
years [13, 23]. 
 
Image difference hashing techniques can transform any resolution of the image data into two 
to a few hundred or a few thousand binary sequences. It is a kind of perception extraction of 
image. For a large database of image retrieval, this means that the search time is greatly 
reduced, and also reduces the cost of storage media. Compared with the traditional 
cryptography hashing, image difference hashing is not only a data compression, and is robust 
for visual features. Its robustness guarantees that it can resist many kinds of attacks. 
Therefore, difference hashing study has important significance. Feature extraction is a key 
step in the difference hashing generation of perception.  
 
Based on the traditional difference hashing algorithm, a new differences hashing algorithm in 
Fourier compressed domain is presented. The specific steps are as follows: 
Step 1: Reduce the size in Fourier compressed domain; 
Step 2: Select the transformed coefficients; 
Step 3: Take real part of the coefficients; 
Step 4: Build feature matrix; 
Step 5: Compare value; 
Step 6: Obtain hashing value. 
 
Digital watermarking algorithm 
Digital watermarking construction 
Fig. 2 shows digital watermarking construction process. 
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Watermarking embedding

The medical image

Three-dimensional discrete  
Fourier transform

Select the transform 
coefficients(4*5*4)

Three-dimensional inverse 
discrete Fourier transform

Difference hashing

Train Legendre chaotic 
neural network

Generate chaotic sequence

 Sort chaotic sequences 

The original watermarking 
image scrambling

 The watermarking 
extraction key sequence

 
Fig. 2 Digital watermarking construction process 

 
Digital watermarking detection 
Fig. 3 shows digital watermarking detection process. 
 

 
Fig. 3 Digital watermarking detection process 
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Simulation 
The watermarking algorithm is implemented in Matlab2010a platform to test and verify its 
effectiveness. The Legendre chaotic neural network parameters are as follows. Its network 
structure adopts the 1*4*1. Its chaotic sample number is 1000. Expected error is 10-10.  
The maximum training epoch is 2000. Fig. 4 shows the training error curve. Fig. 5 displays 
the chaotic sequence for scrambling. Fig. 6 gives its autocorrelation. The original 
watermarking image and scrambled watermarking image are given as Fig. 7 (a) and (b), 
respectively. 
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Fig. 4 Training error curve 
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Fig. 5 Chaotic sequence for scrambling 
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Fig. 6 The chaotic sequence for scrambling autocorrelation 
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(a)                                      (b) 

Fig. 7 The watermarking image 
 
Zooming attack 
Medical image is zoomed in 3. The Fig. 8 offers the corresponding simulation results. Fig. 8(a) 
shows volume data of medical image. Fig. 8(b) gives medical image’s slice. As it can be seen 
from Fig. 8(c), the degree of correlation is 0.96947. This shows that the algorithm is robust 
against zoom attacks. 
 

     
(a)                                            (b)                                   (c) 

Fig. 8 Simulation results under zooming attack 
 
Filtering attack  
Medical image is filtered attack. Using [3*3] median filter, repeat 25 times, Fig. 9 provides 
the corresponding simulation results. Then, the degree of correlation is 1. From the Fig. 9,  
it can be found that the extracted watermarking is still legible. Therefore the watermarking 
algorithm has favorable robustness resist filtering attack. 
 

      
(a)                                             (b)                                      (c) 

Fig. 9 Simulation results under filtering attack 
 

Gaussian noise attack 
Gauss noise intensity coefficient is measured the added noise interference size in medical 
image. When the noise intensity is 25%, the corresponding simulation results are as shown in 
the Fig. 10. This shows that the algorithm has strong robustness against Gauss noise attacks. 
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(a)                                            (b)                                   (c) 
Fig. 10 Simulation results under Gaussian noise attack 

 
JPEG compression attack 
At present, most of the images are full JPEG format. So anti-JPEG compression attack is an 
important standard to measure the stability of a kind of image information. When the 
compression quality percentage is 6%, Fig. 11 shows the corresponding simulation results. 
The extracted watermarking image is very clear. So the algorithm can effectively resist JPEG 
compression attack. 
 

     
(a)                                           (b)                                    (c) 

Fig. 11 Simulation results under JPEG compression attack 
 
Right shift attack 
Medical image is attacked with right shifted 4%. Fig. 12 gives the corresponding simulation 
results. This illustrates that the watermarking algorithm is provided with good robustness 
against upward shift attack capability. 
 
Anti-clockwise rotation attack 
Medical image is attacked by anti-clockwise rotation. The anti-clockwise degree is 20. In the 
Fig. 13, the degree of correlation is 0.96781. Simulation results show that the algorithm has 
fine ability against anti-clockwise rotation attack. 
 
Shear attack 
Medical image is sheared about 14% in the z-axis direction. The sheared medical image is 
given in Fig. 14 (a) and (b). The watermarking detection is shown in the Fig. 14 (c),  
the degree of correlation is 0.96649. Simulation results certificate that the algorithm has 
strong robustness against shear attack in the z-axis direction.  
 



  INT. J. BIOAUTOMATION, 2015, 19(3), 397-408 
 

 406

     
(a)                                           (b)                                    (c) 

Fig. 12 Simulation results under right shift attack 
 

     
(a)                                           (b)                                    (c) 

Fig. 13 Simulation results under anti-clockwise rotation attack 
 

     
(a)                                           (b)                                    (c) 

Fig. 14 Simulation results under anti-shear attack 
 
Conclusion 
Due to the special nature of medical image, taking into account the patient's privacy issues, a 
new medical image digital watermarking algorithm is proposed, which adopts differences 
hashing in Fourier compressed domain to construct zero-watermarking. Without changing the 
original premise of medical image, the medical image watermarking algorithm has 
invisibility. Legendre chaotic neural network can protects the watermarking image containing 
patient information, which enhances the watermarking algorithm security. Simulation results 
confirm that the algorithm was better robustness and security, which can protect the medical 
image. 
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